
' 
L~'il..:l fl"lVI'l.!~~'l~'il-;i'N"ll'il'IJL"l..IPI"ll'il..:l..:l"l'l.! (Term of Reference : TOR) 

y ~ ' 

~~sn'il~"ll~'Yifi 'Zf'il~ lPlLL 'J{';i~'IJ'IJ ~'J"l~tl~'il~fliJ'ii"lVI.r'U L~~'il..:l u3-J•zhll LL~~~fl"lhll 
'U 

Antivirus (End Point Security) 

~'1'\.J'l'\.J 1 '1:;uu (Smart Protection for Endpoints) ~'lVI{UUr1'6'1'lfl'1,b~'lVIih~ 1.1fl~fl'l~l'l bb'6'1:;br~~!l'l"ll!l'l 
' 

'Vl 'l'la.JVI'l~'Vlf.J'l~tl~'l'\.J')'j.J 1~ ~'lfl~'l 5, 001 ~'Vltfl'l'1 L-6'1'l'\.J'1:;t]:; b ')'6'1'1 2 tJ 

1. ilr~'l'la.J~'la.J'l'1t!U!l'lfl'W Virus, Spyware U'\.J'1 :;uutJf]u~fl'l'11~(P]''I~Ji'fl1tJ-d' Windows XP, Windows 7, 

Windows 8, 8. 1, Windows Server 2003, Windows Server 2008, 2008 R2, Windows Server 

2012, 2012 R21~~'1bbUU ~~~'Ibr!~!l'lbb~~'lmbUU On-premise bb'6'1:; Hosted Service 

2. ~'la.J'l'1tl L-6b'Vlr! l'W l'6'1~ Hosted services b~!lU!l'lfl'W 1'l{~U'Wbr!~!l'l'6'1fl~'ltl~ 1~~'la.J'l'1t!a.J'lb~!la.JlPl!lflU 
"' 

br!~!l~ 'ltl"ll!l'l!l'l ~fl'11~ bb '6'1:; b ·ih 1 tJvhfl'l'1U~VI'l'1r.r~ fl'l'1 '[ tl'1 bbfl'1a.JU!l'lfl'W 1 'J{~'"l'lfl ~'l'W fl '6'11'1 ~'l'W 

'Vl'l'l web console 1~ 

3. ~'la.J'l'1t!IPI'1'J'"l~!lU Malware bbUUtfl'l'l'il'l'"l'lfl~'l'W~!l~'6'1 (Signature). bbUU~br1'1'l:;~Y~tj~fl'1'1a.J 

(Heuristic Technology), bbUU Proactive L"if'W Vulnerability Protection bb'6'1:; Cloud Technology 1~LiJ'W 
' ., 

!lf.J'l'I'\.J!ltl 

4. ~'l a.J '1'1 tl u !l'l n 'W"if'fl 'I'[ VI ~"ll !)'1'1 :;u u tJ D u~ fl 'l '1 '[~ tJ ~1~ ~ 'l b ,j 'j.J ~'f) 'IYh fl '1'1 ~~~'I patches u 'j.J 

'1:;uutJf]u~fl'l'1 LWchJ'W'"l~'l 1~ L~!lU!l'ln'WUqJVI'l~!l'l'"l Ln~:l'W'"l'lflfl'l'1 patches L~t1~~'11~1~vh 

fl 'l'1'Vl ~~'f) u nu fl '1'1 L-6'1'1'\.J '"l~ 'I bb '6'1 :;5:1 rl ') 'l a.J ~'l a.J 'l '1 tl mL fl 'W"if!l'l '[VI~ bb u u Recommend b ~ !l-d'J tJ L Vi 

~'la.J 'l'1t!vl'lfl'l'1 b~!lfl'\.J ltJU 'ltl~ LVI a.J 'l:;~a.J flU'1:;UU 1~ 

5. ~'la.J'l'1t!vl'lfl'l'1U!l'lflWfl'WIPI'1'ltJ~a.J'l'"l'lfl'Vl'l'lb~U1"lf~IPi'l'lj (Web Threats) 1~~'1bbUUL-6 Web 

Reputation bb'6'1:; URL Categories 

6. a:lr~'J'la.J~'la.J'l'1t! L'Wfl'l'1fl'lVI'W~fl'l'1'fl11q)'liPI (permission) U'W~Ufl'1rn Device Control l~tJ~'la.J'l'1t! 

fl'lVI'W~~'Vltfl'l'1L-6'1'l'W L"if'W Full Access. Read. Read and Execute bb'6'1:; Modify LVinu!ltlfl'1rn USB 
' 

Storage devices 1~ 



7. 'tl'13-ITH"lfl1VI'W(P)<j:;(P)u fl1'j Lolf'ITW CPU "ll'fN br!~!l'l~fl~11:J'j:;VI~1'1fl1'j scan 1~ bb~:;'tl'13-J 1'jfl~ 13-Jfl1'j 
'U 

vi1'11'W"ll!l'l scheduled scan 1~1(P)tJ'f)l?l1'W~~ Vl1fl~1br!~!l'l~fl~11:l~L-ifdJ'W1iJI?liir~ bb~:;ah:;(P)u lV'JL'W 
'U ' 

' ' ' d, 0 I .ej 0 

bb U \?! b\?J!J'j\?J1fl'd1Yl fl1VI'W(PJ 

8. 'j:;'l.J UU!l'lfl'W 1 'd-r'tl'U'Wbrl~!l'l~ fl~ 11:] '6{13-J 1'jfiU!l'l fl1'jfl1'jVII:J (PI fl1'jvi1'11'W bb ~ :;fi!) (PI fl!l'W fl1'j~ (PI ~'I 
'U ' 

1(P)I:J Y-if<j~'tl'vJ1'W 1~ 

9. ih:;uu fl1'jU!J'Ifl'Wfl1'j 1~'jfl'j'j3-J!JUfl'jru1~(P)I:Jfl1'j,ff'l~!l r~ VI~!! ~1'1~!13-1~ 1~~1fl'j:;tJ:; 1fl~, reset 
' 'U 

Password ~ 1 fl -c:i'd'W fl ~ 1'1 'j'J 3-11 tl ti 'I 'tl'13-J 1'j fl fi 1VI 'W (PI 'W Ttl u 11:l fl1'j Lolf'l"l1 'tl' br:i 1' (PI bb ~ :;u (PI fl1'j L-if '11'W 

r!'d13-l'tl'13-J1'jfl'l.J1'1!!~1'1"ll!l'l!!tlfl'jill1~ b-d'W fl~!l'lthtJ'jU'l.J'W Android bb~:; iOS 1~dJ'Wmh'loW!ll:l 
' 'U 

10. 'tl'13-11'jflvi1fl1'jU!J'Ifl'W 1tJ<j bbfl<j3-JtJ<j:;tJfll?l~1~1~-ru!!w"1 11~ bb~:; 1~ ~!!'lfl1'j l-vi~(PJ~'I1 tlrT'I br!~!!'l~fl 
q q tl k1 qJ 

~1tJ1~ bb~:;'tl'13-J1'jflfl1VI'W(PJ Rule 1(P)tJLolfd!!'W1"ll Path Expression, File Signatures (SHA-1) 1~bD'W 
' ., 

!li:J1'1'W!li:J 

11. 'tl'1a-J1'jflvi1fl1'j Update _J1'W~mqJ~ 11-r'tl' (pattern) ~1 flbr!~!l'l bb~~11:l Vl~!l~1fl Cloud "ll!l'lf!.J~I?lnrnsvi" 

1~1(P)tJ \?J'j'l L 'W fl'jru~~ fl1'j111 br-J~!l'l~fl~1tJ 1 tlLoif'W!Jfl'j:;uu br-J~!l~11:l bb~ :;'tl'13-J1'jflvi 1fl1'j Update 

~1'W~!l3-J~ 11-r'tl' (pattern) bbUU lncrementa l 1~b~!l~(P1~1'W'd'W"li'W1(PJ L'Wfl1'j Download ~1'W~!l3-J~ 
OS \J 69 cu 

12. 'tl'13-J 1'jfl fi 1VI'W(PJ ~Yl t"ll !!'I~ (PI bb ~'j:;'l.J u L 'W<j:;(P)u ~ bb\?1 fl \Pl1'1 fl'W ~ 'd tJ ~Ylt~ \Pl1'1 fl'W 1~ (Role-based 
'U 'U 

Administration) 

13. 'tl'13-J1'jflvi1fl1'j bb~'l b&i!l'W~(PJ bb~'j:;uu L'Wfl'jru~l?l'j'J~i"JU virus VI~!! spyware ~'dl:lfl1'jbb~'l b&i!l'WvJ1'W 
'U'U 

SMTP 1~ bD'W!!~1'1oW!!I:l 

14. 'tl'13-J1'jfiU!l'lfl'W~!l3-J~~'d1VI~ (Data Loss Prevention) 1(P)tJ'tl'13-J1'jflvi1fl1'jb~1<j~'tl'~!l3-J~ U'W!!Ufl'jfW 
'U 'U ' 

Hard disk 1~ bD'W!l~1'1oW!li:J bb~:;vi1fl1'jr-J'J3-J r13-J U~VI1'jr.r(P)fl1<jvJ1'W-c:i'd'Wfl~1'11~ 
' 

1s. ~ b'tl''W!J'j1 r~1~:;~!!'~ ~ b!l fl'6{1'j-ru 'j!J'I fl1'j bb\Pl'~~'~!l~ 1'1 b D'WY11'1fl1'j Y 'Wfl1<j'tl''l!u 'tl''W'WY11'~ b Yl r~ilr~ fl1'j 
'U ' 

~(PI~'! bb~:;~'l rJ1'j~'l.J'l.J ~1fl'l.J~iYl ~f!.J~\?1 "1 VI~!!IK'd bbYl'WU 'j~~1tJ<j:;bYJ~Pr1 Yli:J"ll!l'l~f!.J~\?1 3-11 b ~!!1r-J'j'lfl1'j 
'U 'U 

.J''l 11 .d .J' 11 

'W b(P)I:J bQ'I"l1~ bb ~:;~:;\?l!l'II:J'Wb !lfl '6{1'j'Wi"J 'j!)3-J b !lfl '6{1<jtJ 'j:;fl'd (PJ'j1 rl1 

16. L 'j..J,'j~I:J:; b 'd ~1fl1'j-r'l.J tl 'j:;fl'W~"lf'W:;fl1'jU 'j:;fl'd (PJ'j1 r11~ :;~!)'lr.r (PI~ fl!J'l.J'j 3-1 fl1'j L-if'11'W 1 tl 'j bb fl'j3-J L Vi flU 
'U 

ur~~1fl'j"lJ!l'I3-JVI1r:iYltJ1~tJ"1 rn ~h'l!flU~fl1'jbYJr-J 1'W1~~'tl'1<j'tl''WbYJIP! !l~1'1oW!ltJ 1 r~f'l 1~~1fl~1 3 
' 

.a-1 13-1'~ 1(PJI:J ~"lf'W:;fl1<jtJ 'j:;fl 1 (PJ'j1 r~ 1 b tl'W~-ru t1 (PJ"lf!Ju r1 1 Y-ifr.J11:J Y 'W fl1'j!J'l.J 'j3-J "ll!l'~ ~ b ~ 1-ru fl1'j!J'l.J 'j3-J 
'U 'U 'U 

~'IVI3-J(PJ ~1'W'd'W1~bfl'W 50 r!'W 

2 



17. ~b'Cft.J!J'j'l~'l~:;~!l'l~U~fl'l'jVI~'lfl'l'j'lJ'ltl\Wtl!WI 2 U b-dt.J 
'IJ 

17.1 -d'J~ m~!l~'lt.Jfl'l'j~(PlrK'l -zr!l'V'J(?)bb'Jftvhl'u~VI'l'lvm'l~~ 

17.2 -d'J~ Lt.J~'lt.Jfl'l'j LVirht.J~m~n bb'tl:;ufi1m1t1JVI'llt.Jfl'l'J:;'Jn'l~ ~'tl!J(Pl'j:;~:;b'J'tl'l 2 u 
18. 'J'lb~t.Jlt.Jfl'l'j~(PlVI'l 

' 
3,000,000 U'l'Vl ('if'l~~'lt.JU'l'Vlfi'Jt.J) 'j'J~fl'l~~'tlrl'lb~~ 

'IJ 

19. 'j:;~:;b'J'tl'lLt.Jfl'l'j'ti'J~!lu 60 1't.J tru~1n1't.J'tl'lt.J'l~ twfftlJtlJ'l Vl'lfl'&h·ih~:;tJmJfwut.J'j'ltJ1't.J 1 'tl:; 

0.2 % 
1 i,..V ~ 0 .C:. 

20. 'VI'i.!'Jtl'l'l'J .. U!·.J7'U ~ ~'lf'fl'U ~'lL 'i.!'i.!fl'l7 
'II 

1h1l'nu'lm" \'1 ~ '[ \J t~ii 1'11"'"' \'1 ~]~"""" Lllu~ L mj 

~~~lJfl) ................ ..... ..... . &. ..... ~ ............. \JO"TI1\Jfl""n10 

d' Q,..' ~ 
( 'j!J'JIPI'l'if~'j'l~'l'j~ (Pl'j. 'j~~'Vlfi 'if'll :;VI~ ) 

"" ' ' 
fm~ 1 fl'l'j bb 'Vlt.J~'f.J'lt.J'J ~ fl'l'j-chtr nu~fl'l'j b 'V1 ~ 1 t.J 1 'tl~ 'if'l'j'ift.Jb 'Vl~P~ 

'IJ 

\ 
( 'tl'l~!l) ........ \ .. ~ .~.~.f ............. ~~.~.~\ f~ ...................... fl'j'j~fl'l'j 

( t.J 'l ~ l !l fl 'l 'if VI ri t.J bb 'ift.J) 

( 'tl'l~!l) .......... ... ............... 1.?.?.0..?. .. .... ~ ~~·~······· ..... fl'j'j~fl'l'j 
(t.J'lm'j'lfl'j ~(911"1'lt.J'Jt.J) 

I ~~~fl ) ............... .. ........ ... ......... ~.':::: ..................... ..... •~•1'l mo 
d'..::.. tl' Q/ .c! 

(t.J'l'lb'Ut)d~'W'j 'W'l~~~~flfl(Pl) 

3 


