
tl"'3:::f11A'&h1!nu~fl'l"'3L VI~ L 'ld L~U~1"'31n&L VIA ~vt11VIU1-;'m ;ziu~ tvt~ 

L~'il~ fl'lVI'Id~'h~"ll'il'UL"llln"ll'il~..,'l'ld (Term of Reference : TOR ) 

L~"'3~f11"'3~~'1d1"'3:::uufm~n~'l1~tl~'fl~flUL~~'il'7hU~'il~YhL~n'il{ (Firewall) LL~::: 

'fltlf1"'3~f1"'3:::~1Ufl1"'3:::..,1'1d (Load Balancer) 
q 

~ V111VIU 1,; U L :au~ l VI~ 

1. ~'l1~LU'Id~1 

~ Vl11YJ U1 ~ U L 'itt~-.ll Vl ~ ~ ~ '11 ~ tJ 'l ::'(1-.l vl~ ~ ::th:: fl'1 ~ '11 ~ 1 L~ 'El~ w.J ~ 1'1 ::u U fml 1 ~ '11 ~ 

t.J '(l'EJ~Jl t1 L~~'El~ 1U ~'El ~ ~ '1 LIJl'El1"'1l 'El -.l ~ Vl11YJ m~ U l~tl fl1'l~ VI Vl1'EJU fl '1\ljf fl 'tl1~ '11~t.l fl'El ~n u L~~'El~1U • 

l"l'El~-rvhLIJl'El1" (Firewa ll) ~1~'1~ 2 'l!~ LL'(l :: 'Elt.lmrun'l::~1tJ.fl1'l::-.l1~ (Load Balancer) ~1~'1~ 1 'l!~ L~'El . . ' 
'(l\!'l.J'(l~~-.l1~ ll"l'l-.l~~1-.ll4'~ii1~YI1-.l ~1~LYI ~ l ~ l '(l~ LL'(l::"J'EJ-.lfUfl11 l~~~~1fltl til"! fl m~iJ~'EJ1~~ ::di~:ff~ • .J • 

t.l'l::fl'E:lufi'u'E:lt.l n'lrnfmn ~'11~t.l '(l'EJ~ilu Ll"l~'El~1u ~'El~'W '1 LIJl'El4 (Firewa ll) ~'1 L~ ~ 1~5'lm1L-6-.l1~~1LU~ 
' 

L'1'(l1 6 U ~-.ll~~1~11\l'l'El-.lfut.J~~1fidfl1'll-6-.l1~~~::Lfi~:ff~ l~LL~'1 LL'(l::L~'EJLU~fl1'l'(l\l'U'(l~~fl1'1~VIfl11 
' 

'l::UU ffl1:11~'11~t.J '(l'EJ Vltl U LLfl :::~1'l'EJ-.lfl1'll-6-.l1~ L~ 'ElL~ ~t.J1::~Yitifl 1 VIl Vl flU'l::U U l1"1'1-.l'(l~1-.li~~1~ 

YJ1'l~1~ L'EJYi'll'El-.l~Vl11YJu1 ~u L ~mrni9n'tl1 LL'(l::u ~fl1fli 1~L-ii'l1~'l:::uu L~~mhumh-.l~t.l1:::~YJfifl1VI 
' 

t.l'l::fl'EJUflU 1~~fl11~~vh ll"l'l-.l'(l~1'l.yf~~1~YJ1-.l~h~1'ElYi fl1 Ul~l1"11-.lfl11 Digital University ~-.lU~~u~ 

~::S'ln1'1'1Jmu~~ 'tViu~m'l tm-.l~1uLi'(l1un11 5.5oo ,~ LL'(l:::S'l~'11~~1LU~~'El-.l~~Vl1'Qt.lmclm:::~1u 

fl11:::-.l1~ (Load Balancer) L~~:ff~~n 1 ~'J L~'Elvi1-.l1~~'1~flu'Elt.JmillL~~~S'lmh.Wu-.lLLri 1 ~'J Lri'El-.l~1fl 
' 'IJ 

~ • "Cj>" ..,: .,: .J' Cj> ."\ .,: ~ ~ d 

~~1~'1~~ L'l!-.l1~YI LVI ~'IJ~ L~fl1'lfl'l:::~1Ufl1'l:::-.l1~LL'(l::; LU~fl1'1 LVI~ L\Jl~U'l:::~Ylnfl1VI LL'(l:::L'(l\lt.J'lfl1VI'1J'EJ'l 
'IJ 

1:::uu L~~'El~ 1U ~'EJ~'W '1 LIJl'El1 LL '(l :::~~L YI'El'f L iliJl'IJ'El-.lYl flVI \.bt.J-.l1~fl1U l ~~Vl11JYJ U1~tl 
' 

~1n LVl\Jl ~ '(l v1'-.ln 'i'i 1'1-ii 1-.l ~~ ~-.l~1 LU~~ :::~~VI1 'Eltl fl'lnHn 'tl1 ~'11~ t.J '(l'EJ VIJltJ L~~'El~1U ' ~ . . 

~'tl~'W'JLIJl'tl{ (Firewall) ~1~'1~ 2 ~~ LL'(l::: 'Qtlmclm:::~1Ufl11:::-.l1~ (Load Balancer) 1 ~VI L~'EJL-6l~fl1'1 

'(l'\1U'(l~~-.l'l~v1-.lfl'i'!1'1 • 
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~ ~ 

J!UOJPa13) ~U~G~ tAU ~1 ~~L\ll~_t.l!JL LJC'L ~~ ~G~~~fl. fl.::!~fl.l fl.~ \:}1::! lAC'~ C'G\!) GM.g1 G~fl.~~ m '£ 

• fl.rL~M.p.1M.~H:)ilH:LLl!l~lA~UG1::~gkllC'-¥'L~\J\ll1Ll!lL~GM.gm~ 

fi.~~N~I1.~Lr1t'_t.~11f1.~1 rw.1 ~Lklfi.~H:G~111 gg1Q[1t!,LGC'~ fi.~H:~H:LLl!lG~Iit~lA~UG1f1l.\ll1~YI.[;P111 6 '£ I .-\ I -' 

_?C>kl!l~lJ~G~lAU~1~ 
~ 

Ll!lL~~W::~f1~LlJfl.l ti~~gfl.g. 1 C'L~GLI!JL~fi._H.C'p. 11 ~LlJC'LLI1.~,e.~LlJM.g. mg~LUL.(A::!~U ~M.g. 1111 G~lit 

~ U t}G~lAU~1~L l!JL ~~t, u::~ f1kJ Lu::~f1 M.l-1'U 1111tl 1:'11~ m ~Lr.llA~Liitti kJ lA1fi..IHLg~ ~ lhl ~ lA 1 

~LlJ~fl.lJ_ttL~ !J 11 kll @fl.gm~M.~L~ 1 ~fl.~r.IL~LWL~Gfi.M1G~fl.~~ r11!fl.~tiL~!tJI.111;: ~f1~t1 t£ ~M.g. 1111 ~?"£ 
~ . LL~lJC'~~lJ!;}@~lAU~ 1~LW L~~W::!~[1~fi.LC'C'L~I1_t, M.&LGt£J: ~l!ll!l 11~!JM.g. 1 L£ 

Lf.I.U fl. 1rtLt!,t!,k}JI.L~fl.l Wfl.litLiJt'_t.l!lLLJ~g~~Liit~l1 

~LU::!~11 C'L~~~G~W ~~LlJr.ILI1~1 fi.~LlJti~W::!ftll!l ~tiLlllH:Lkll:'£1\!)::!ftl f.I.U ,t£111::: ~11 ~,[ltigrul.i t£ g·£ 
~ ' 

• ~LWM.fl.~l!ll!ll1 
" ~ 

" 1\ 1\ r\ "' " 
~t}C'GI7.~LU t!,!JYI.l fi.LC'fl.t} 1L~ ~LU M.l t!,L fi.L~t£ J: ~Liitk11~ ~LU~ ~J: ~LlJti~W ~LU ~~J:fi.L~fl.klfl.g. 1 

fi.LI:'C'~~~~Wl!l h.~t}C'~H:u~l:'~ C'L~u&fU_.CltiWI:'GI7.kJlA mg~ Lgr.~Lp.G~l!l1 fl. r.::~M.l "_t,I:'GI1.fi.LI:'r.luj'11it 

1:'£111.f1.LI:'I:'~~fl.g. 1 kll G~fl.fi\~1 1:'~11 \ll1:: ~ 11fi.L I:' I:'~~ G~~L~~fu _.[1 fl.l~1 G~h.:::~ lJ Lll:'~~ W l!l f1fl. g. 1111 £ '£ ,_ I " I I I 

I:'L~u&fu,[l.tiWI:'£1fl.kJlA1fi.M~LM 

r.l Lfl.£1~l!l1 fl. fl.::~ fl.l~ M. 11 r.IH1 klL u:: ~ f1 ~tiLlll Wfl.litL !J 1:'~ W ~L U I:'L~ lA::! W~L lJ L~~lllfl.ti~_t, ~ 1111 P, 1 :::~ 
~ a ~ 

tiLW~LUI1£1lJ::~f1 t: I:'Gil.fi.LI:'~,.[l ~ f1~LU~Hfl.(;$1 ::~ f1~LU ~ 1'U lJ 1fi.L!"J f11J:fl.l;} 1 UL f!,l:'£1? 1 LL~l!l L-?-

~1 ~_t.I:'GI1.f1.Lt'~Lj'11it11~ L fh fU~ L_\AG ~lit@f1.g1 G ~fi.~~L U r1l::~ lJ Lli:'L~ lit::~ ~£11:' ~~ l!ll!l h, fl. I;} 1 f11 v·£ 

"' ~LUt!,k}lJ~11:'L~Iit::!~~£1f11 £'£ 

~L~::!~ti~~l!ll!lh.f1.g.1f11 z·£ 

r.ILtilitUlJ tiLllliJ~LtiLgtiLLbl ti ~ '£ .. 

~~Lr.llA~Liittii:'Gil.fi\Lg~L r.ILfi.G~l!l1 r1r1::~::~11 r.1Lfl.£1~l!l1 11r1::~M.LI:'~l !.LlJfl.l ~@~ 1 

tiLuWW !J1::!~11 f!,l @M.I:'~H:Lll!lt£r.I~Lr.llA(,;L111.tii:'Gfi.WL~Wh.::~11 Lf.I.U~U_t\ fl.li1LLJM.LI:'r.llj'111tkll @~ 1 z·z 

I ~ • 
wg. 1}GlA 1fl.~r.ILfl.£1k,l!11r111::WLt!, !.oi:'L!iJ r1m1 [I~ tiL~ Ul!l~,VULW,VWG~f1 M.LLJ~lA~::!~f1(: 

::~11Uu~::gH:Lll!lfill\ll f1l 11.g. 1}£1lll1l~tiGWr.ILfi.Gk,~1 fl.r1:!W,VW£1~f1H:Lll!1Lf.I.U_t,~LUW~~LU!(I.l G~ 1 ~ ·z 

l 
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3. 11 ~~~~11 ~~~11~-11~-ru ~(;) L ~'Eln Ltl~~if\1! ~1!1111-:J'iNYl ::dj~:~~ 'L w~::uu~lP1.g11~lP1~1'lfl1fl-r~~'JtJ 

1::uu~h~nY1111iln~ (Electronic Government Procurement : e-GP) 'IJ11 'lfl'H.JlJ\1j ~fl~ 1'l 1111~~ 

flru.::m1~m1 tl .'I.J.·zL nTvl~VI 

3.12 ~~~'il'El L ~~11~11'll~'El~l~~1~:: LD~~L~ LL~lP1'ltJ~~11tJfU11tJ 10htl1il~'ElLL~lP1'lU\1j~ 111:1-ru 

11t~r.i1~:~ 1~\lfl~11-Jmuch~ t~~11::~11"i't1J IJ11~~flru.::m1~m1 u.u ."1L n1V1~lP1 

3.13 ~~~'il m~~11~-11~ fun 111"1 lP1 L~11 n LD ~~ if\1! ~ 1 ~11-1fu LL ~ ::r.i1 m~~r-i 1~u flJ~n~ 1VI11 

L''J~ LLtJl fl 1 1r.i 11:1 L~'\.HLtJl~ ::VIf'l~'li'l~ ~ l'i1L~ Lfl~~1 ~ VId~u 1Yl ~ iff1j t1)111110Jr.i1tJL'0~L~~~lP1 

m~ m~~ flru.::n11~m1 u. u .'!f. n1VI~VI 
3 .14 ~ L 'il1'i'J ~ lJ 1:: n'J VI 11 V1110J ::~11-1 L ti~ll~u fl VI~~ !OJ lP1Yl:: LU 1:1~ L ~LJ 1:: LY11'11 Ylr.J LL ~ ::u 1::n11u n1 n~GJ 

" ' ' 
11Ufl1rufn~1Vl'J1~U~11VItltl~~11'ln1110J::og11 lVItJvh d4~n1'1~1LL~'J L~il11tJfltJ1 2 iJ ru. 1~~ 
' 
~Wll'11 'l LL~::i'lL~~Yl~IOJ(;)Yl::LUtJ~L~il11r.JfltJ1 2 ~1~U1Yl 

' 

Q..4Q a..o a 
4. flru.'GUlU t11LL 'iU~"l..'tlfl'lVI ~Vl'YI'l..:J L Ylfll.!fl 

q 

4.1 ~VI11Yl tl'l~ tJ ~~r.J'll VI ~!OJ :;w IOJ1'1 ru.1'1 1 Vl1 LQ W 1::'!111-1 ~ L ~ 1U '1 :; n 'J lP1 11 V11~ r.i 1~'iJ11 L~~11Yl 1'l 
" 

LYl V~ilVI LL~::r-i1l.!'il11n1VI~(Pl L ~mnu fl ru.~~u~ L Yi1J~ ~11n IOJ1nd~VI11Ylm~~:~ L~u-1 LVI~~-1'!111 
' 

~'l'JtJ~Yl ~LtJm1w~GJ11ru.111'1.Jmru-rn~1m1~1.J~11(;)sltJLfl~mh~:~VI11~w'JLIJ111{ (Firewall) LL~:: 
' 

11tl n 1 cl n 1 ::!OJ 1 r.Jfl 11 ::-11'1-J (Load Balancer) ~ ~ L 'il11.J 1::n 'J VI 11 1"11 L ~~11~ -1 S'l Vlru. ~~u~~~ 
' " . 
~~11n L Vlil111u ~GJ1n Vlru. ~~ u-~~~1 LU'l.J u~::VIru. ~~uQi~ m1i'l LL~ ::~VI11Ylm~u~'l'J~~Yl~~IOJ:: 

' ' 
WIOJ11DJ 1 ~ L 'ilTt.h :: n 'JlP111VI111tJ~ L~ tJ 1111V1111tlL~'J'l L~~ LL ~::LV\ 1.J 1::1 ~J"l5'i.JLL ri~VI11Ylm~tJ 

" " 0 

~1nYi ~VI ri11l.! 
' 

4.2 ~ L 'il1 tl 1:: n "l VI 11 Vl15'l VI il1 ~ LL ~ lP1 -1 L 11 n ~ 11 vi 1-11 L ~ 11 ~ tJ ~~VI '111 LL ~ lP1 -1 LV\ L ~ ~ €1 -1 

Vlru. ~~,r~t111-1 1 ~10J::~11-1 L1J~ 1u IJ11~'il'Eln1VI~lP1V1~115'l Vlru.~~u-~~~ n11'il11 n1VI'l.JlP1 t(PltJ L11n~11~ . ' 
'l.h~1 LL ~ Vl'l~GJ ::~11-1 L UtJL11 n~11t1l'J ~GJ~'lVI~11 L tltJ L11n ~11~1 L ~1~ d] ~Yl1'ln11 ~1~11n L~11€1111~ 

LL ~:: LU'\.J ~ r.J11 ~ fu llP1 1:1~ 'J 1 'I.J ~ -1 ~ L 'il1 1.J 1::n 'J lP111 Vl15'lVIil1~ !OJ ::~11-1 Ltl~uu L Yi uu 'il11 n1VI~VI 
" 

~~VI11 Yl m~~:~ n1VI'l.JlP1L ~LL I1i~::'il11nul"lru.~).Ju~'IJ11'l1Jl'l.JL11'l LL~::'IJ11 'l 'Q1.Jn1rul1i1'l1 ~ L~~11 llPltJ 

!OJ ::~11-11 ::u L V\-a'lP1 LIOJ~ 11 L11 n ~1 1~~1 ~ 1 L ~'l.J11 ~11 VI 'J 1~ L tJlJ 1:: l tJ VI LlP1~LiiutJ~~'il11 01VI ~ IJl 
' 

Vl~1tJL~'IJ LlP1'1J11'l ~VI11Yl m~tJ llP1tJ ~ L'il1'1.J1::fl'JVI11m5'lVIil1~Yhiff1J~ n~ rULL~lP1'lU'!.J'il11VI'J1~ L ~ 

tl1:: ltJVI~Lii~tJ~tJ 1~LLri m1~V1L~~L~ V1~11 n111::u1tJ~ w~11~1::UVI).J1tJL~"lJ"hv1mJ11 'l 
' 

'il1101VI~VI~IOJ::vi1fl11U'l.J~'l.J lVl L~~-a'Vl LIOJ~ ~'lV11fl ~ L'lh U1::fl'JlP111VI1"lJ 1VI L11flm1~~~~ V1~11 
" 

'IJ1lP1fl11Yhif~~n~ rnLL~lP1-JUtJ'il11VI'J1~ L~tl1:: ltJVI~Lii~~~tJ VI~11LL~VI-J L11fl~11 1~-a'lP1 L10J~vi1 LVI 
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"l.l'"lWii'flfi1VlhlV1VIll-l LV1 Lu-iimi1VIh!Vl"l.l'fl-l3-JVI'"l1Yim~t.J LiHi'fl~'"l ~ L 'ii1th ::mm1~1 1~1-i '"lhlfl'"l"j 
" 

~'Y'"l"jlli'"lYI'"l-l~'"lhlL Yl ~il~ 

4.3 1 VI~Vlvi'"l"j'")t.J~::L ijt.JV)~'f) L'i'l"hl'fl~'"lh!LYI ~il~"l.l'fl-l"j::uu" '"lhl~ vi'lhl'fl t u ~tJ uuu vr" t'li11 ud 

oX'J-?iil I ~rn~fl'tJrn::Vin'"lVIhlVl I ~rn~n'l:lrn::YiL'i'l"hl'fl I Lilll'i'l"'"l"jii'"l-l1i-l (VIih ilil) • • 
"j:;~oX'J<fiilLVll'lV~ r1 V1 ~ 'tl n 'Y 1 n I LVl"j::~m'"l3-J'i'l"'"l3-J'"l"j\lVI~'tl I LVl"j::~VI~'tlii'"l-l1i-lfi-lL'tln'tl"'"l"jlhl 
~ "j" n u ~ ~mi'"lVlh!Vl~n'"lVIh!Vl I "'lrn~n'l:lrn::LQYi'"l::"l.l'tl-l 
• '? '? ,J' .,: 

ll 'I VI hl Vl L hl LhlL'tlll'i'l"'"l1hl "j:;UUYIL'i'l"hl'fl 

iJ'tlL'i'l"hl'tlYiLflt.J')-iJ'tl-l LL'i'l::vi'"l 

rff \lJ ~ ll 'l:J \ll LL 'i'l" Vl 'l ~ 'tl ~ ') 'I 3-1 l hl 

tJ"j:; lt.J ~"l.lil-l Lilll'i'l"'"l"jVI~'tl L'U 

LL~~~'"l~ilmX"U l VliVl L'Y'\.d 

Lilll'i'l"'"l1d 

4.4 ~ L~T!.h ::n ')V)"j'") ~ '"l'Y ::~'tl-l L'i'l"'Uill'"lt.J'C'l:: L1it.JVlilUll"jrnLL~ :;"j::U'U LQYi'"l::\Jl13-1~3-JVI'"l1JYJtn~t.J 1~ " . 
1::u1~L"U ~'"l"j'"l-l~ 1 Lvi'"lt1"U ~-lVI'"lll~LiJ'"ltJ"j::n'JVl"j'"l~'"l1~L'i'l""U'tl1'"lt.Jn'"l1iltJn7cl~"UlV1 . " . 
~'\.dilllLVI~il1tJ'Y'"lll~iln'"lVI'UVlvl-lll~'"l'1 3-IVI'"l1Yim~t.J"I.Iil'i'l"-l'1'\.d~Yitl'Ufl'"l"jLU~t.J'ULLtJ'i'l -l~rn'i'l"3-IU~ • 
"j'"lt.Jll1"j!JtJn7rnLL'i'l::1::uu~L'i'l""Uilvl-ln~1'1L~l"U.n1t.JVI~-l L~il LVl1::uu'tl"13-111\ll~-l1"U 1~mh--1 • 
~tJ"j:;~YJ~fl1Yi 

4.5 ~L~1tJ1::ll'JVl11~1'Y::~il-lU'\.dtJ'\.d11mLa.J~mJn~1 45 rl'U t!ULL~rlhl~'\.d11~1'i'l"V1Yl1t.J lV1t.Jfl1t.J l'U " . 
fi1VI'UV1~'\.d11 ~1~ L 'i'l""Um1 m~il-lfU tl Vl"lfilU t'li11'1~1~L~ L'i'IU'tl1~ lVlt.J'Y:: LYl n \lil'\.dfl'"l"j L'i'!Um'"lm 

" 
~1~ 

... 
5. fhVIu~n1~~~1Ji'-3 

~"lfu::n11ll11tJ1::ll'1V111~1~il-l~-l3-JilU1::Uufn'l:J1~')13-JU'i'lilV1Dt.J1::UUL~~il~'"lt.J 
" 

~il3-J~')L~'tl{ Firewall LL~::iltJn1rnn1::'Y'"lt.Jfl11::-l1U ih~~-lVI3-JVlfl1t.JLU1::t.J::L'd'i'l'"l 90 rJU t!U'Y'"lllrlhl • 
'i'l-lU'"l3-J ltJ-ffqJ\1)1~'1-l ~-lVI1n Lflhl nri11::t.J::L 'J'i'l'"l~-l n~11 ~'1!tJ::m1th::mm1 ~1 ~il-l\] ntJfu l tJ!l\Jl"j'"lrJtJ'i'l:: 

4,000 U'IYI (~~h!U1YJ~')hl ) 

... 
6. '7l'il'UL'7!!Jln1~~~1Ji'-3 

~ L ~ 'IU 1:: n '1 Vl1 'I m'Y ::~il-l~-l3-J 'tlU 'tltJ n 1\ll f n'l:l 1 ~ '1'1 3-1 tJ 'i'lil V1 D t.J L~~il ~'I t.J ~ i13-1Yl '1 L~'tl{ 
" ' 

(Firewall) LL~::-rp.Jmclm::'Y1t.Jfl'"l1::-l1U (Load Balancer) 'Y::~'tl-ldJtJ1tJm3-J~iln'"lVIUV1ltJ TOR lVl~1U\Jl13-J 

~'tln1VIi.JV1LL'i'l::~V1~-l rn 'i'l\l'"lhl~~Vl~-l~13-1~3-JVI11YitJ1~t.Jn'"lVIhlVl~'tlL tJ 
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7. ii'ilrhVtu~n1'll'i"nil 'l..l n1'i ~~~~L~tl~';i'ttJ 

7.1 ~"lf\..l::fl1'n.J~:;fl')~~1ft1~::~!J..:JL'i'l'\..1'1JL'f:lfl'i'l'1'HL~~~1 L1'1\..I'f:l~1t.J~::L~tJ~(J)1..:J 1 'llfl..:J l~~..:Jfl'l~ lVtfl'U 

~VI'l1'Ylt.n ~t.J-r'U'V1~1'U.fl1tJ l \..1 15 'l'lJ~'U rK..:~ LL(J)t)\..1~ ~..:1\..11~ l\..l.ff~~1 ~'I Lflfl1'11~~ b'C'I\..Ifl"'::~fl..:J 

tJ~::flfltJ~htJ~1ti~::L~u~(J)1..:~ 1 vi"..:~(J)'f:l 1uifLU'I..I'f:lU1..:Ji.iflu 

7.1 .1 'C'I~tl !JU fl ~ nhf..:~VI~ ~ 1(l) LLrl~flfltl fl ~ill ~fl'U~~'Yl ~ ~ ~ (Jl!JU fl ~ill ~\..l'll'f:l..:J'f:ltl mill LL~:: 
"' "' "' \J " 'I "' 

r.11'1..1'l'l..l'f:ltl mnl • 
7.1 .2 LL~..J\..Ifl'l~~~rK..:JLL~::'C4..:~~fl'Ufltlmill • 
7.1.3 1'11U~1t.J~fl tJi1LLVIt.i..:J VlmtJL'i'l'll l'Yl~fPlYa-1~vi1..:J1\..I VIJ.J1tJL~'ll l'Yl~r-l~·rfL~~'f:l\..1~ i..:~VI~~ 

'll'fJ..:JVi~..:J1lJ 

7.2 rlfllJ~ r!i"lf'l..l::fl'l~tJ~:;fl')(11~1 ~1"1::dh~1 L 0\..lfl'l~ l(111 ~"lflJ::fl'l~tJ~ ::fl')(fl'j1 fl1"1::~!J..:Jvi1"1(11VI~1t.J 
~ ~ 

7.3 

LL~..:J lVtfl'U ~VI11'Y1 tJ'l~tJ-rtJ'Yl ~1'\.Jrl 'f:l'I..I"'::L~1~1 LillJfl'l~~~..:JfliJ1..:JiJ!JtJ 5 1lJvi1fl'l~ bL'i'l::~::~'fJ..:J~fl 

LV11(l)-r'U fl1'jfl\.,l;r~"'1fl ~VI11'Ylt11~tJ rlfllJ ~..:~~::1'11~1~{1~ 1 Lil\..1 fl1'j L(111L(l) ~..:JVI1fl ~"lf\..l::fl1'j . ~ 

tJ~:;fl')(fl';i1 ~ 1 L ~1vi1fl'l~~~~..:J';i::'U'U l(111 t~tJ La.JL(l)-r'U fl1 ~fll.i;r~"'1fl ~VI11'Y1 tJ'l~tJ ~VI11'Yltn~tJ 

~~'Ylfi~"':: l Vt'U~-d'Yl~ 1 L 0'1..1 m~{flnfllJ'j ::tJ'U 1 ~1..:~~1(l)~(flrK-.J1 tJ LL ~'l 1~ tJ l Vliifl L U\..l~'l1~~ ~ LL'i'l:: 

~'l1~-r'U~~"lffl'U'll'f:l-.l~"lflJ::n1~tJ'j::fl'l~~1~1 
~ 

r!i'l5lJ::fl'l';iU~::fl')(11~1fl1~'fJ-.l-r'U ~ ~"lf!J'U(J)'f:lm1~ L~tJVI1tJ~ Lfl(fl~\..1 Lci'f:l-.1"11fl fl'l'j~~~-.lflU mill 
~ . 
Vl~fl m1J.J L~tJVI1t.J l~~ L fi (11 ilJL rifl-.1~1 fl fl'l~tJ nu~-.1 1\..l'llfl-.1 ~'15\..l::fl'l ';it]~ :;n ')(11 ';i1 ~1 r!i"lf'l..l::f11~ 

~ ~ ~ 

tJ ';i:;fl')(fl ';i1 ~ 1"1 ::~fl-.1 ~ 1 L \l\..1 fl 1~'lifl~ LL 'Zf~ LL fll '11 l Vt'f:l iJL'1..11'1f11~ L~ ~ 1(11 tJ L ~') LL~::~'I..ItJfl~"lf(flli 
~ 

rl1L~tJVI1tJ~ Lfl(fli\..llVlfl'UJ.JVI1'i)'Yltn~t.J 

7.4 ~'15'1..1:: fl1 'jU 'j ::n ') (11 'j1 ~ 1 ~ 'f:l-.1 L UlJ~ r.r (11VI11'!1 tJ VI~!J!J U fl'j rn L ~ J.i L~J.J~\..11 ~r.11 L iJ \.,1 ~1VI-r'U fl1 'j 
~ ~ . 
~(11~-.l~tln 'jnJ -rm~l1 m1J.JU~fl~sltJL~~mhtJ~flJ.JYhL(Jlfl1 (Firewall) LL 'i'l:: ~tl millm::"'1tJ 

f11';i::-.11\..l (Load Balancer) ~'Y11-.lr!i"lf'l..l::m~tJ'j::fl'l~';i1~1 L1'1\..lflJ.J1lVl1'11~n~mh-.J1\..IL(l)'f:ltl1-.J~ 
~ 

t]'j::~'Ylfif11~ 

7 .5 m~~~~-l'f:ltJn<jrnfm~n~'l1J.Jtl'tlfl~nm~~'f:l~1tJ~'f:lJ.JYl'lL(Jl'f:l{ (F irewall ) LL'i'l:: fltln~rnm::"'1tJ • • 
f11';i::-.11lJ (Load Balancer) ~~'l5'1..1::n11U';i::fl'l~';i1f11L(l)L1'1\..Ifl Vl~'f:l~~~-.l'f:lUfl"iillLL~::'j::'lJ'U 

~ . 
~\..ll~ L ~ J.i L~ J.i ~-.llil1 n 1a.J1(l) 'j ::'U L~l \.,1 ~'f) n 1VI \.,\~ '11 fl-.1 J.i V111l'Y1 tJ 1 ~ tl l VI fl tll \.,\~ ~ uYl 0"1'11 fl-.1 . ~ . 
J.JVI11'Y1 tJ1 ~ tJ~ ~:: L iJ '1..1 ~ n1VIlJ(11~ n~ ru:: LL~ :;'j tJ LL tJ 'll'll'f:l-.1 n 1'j ~ ~ ~-.1 1~ tJi'l..l'f:ltlntJ ~ 'l1J.Jr.11 L U\..1 

~ ~ ~ 

u~::1'1f11~fl11L-ii-l1W'I~-.l L ~'f:l l Vt';i::'U'U1'!1J.J1'jn li-l1\..IL(l)mh-l~tl1::~'Ylfif11~ LU\..1~11PlqJ 



• • U Ut.l'tt'\1 bl LLJ 1'\ l~,Cl~,t!,l't.l bl~l'tlttL~~~ LlD~@!:C'-L~@~,Cl~.h1-1't.lbl~l'tk1.L~@~ 

~~~1 ~.R. ~ (Ja:>uo,og POOl) l'tLc-::~LLJE\LI!,:::~u!U~Uf1(; :::~11 ~.R. c; l'tt.l'tL~ (IIDMaJ!:J) J.BtD1t.~~@bl 

• r.\L~B~bl1 r.\ ,Y~@ ~ [1 ~Lt. bl L R U _.€. !U~ U f1BC'-~ ~ ~n U C'-@~ ~Lt.bl tJ rt 1ttl C'-~~1 r.\ ~ L ~ V.~L Itt~ 
.. 

LblL ~~t.U:::~f1~LU:::l't.Q.~ C'-@~~~~Lt.blli(J1@~fl~1 L fufU£-U~1 U~Ll't.l~LI!,~ 

:::~1mLk1.11~1L!!lC'-@~Ur.\~1~LUl'tt}1L~:::I!,r.\~Lr.\V.~Litt~ I1MI!,t.~tDULk1. tDLfUft@l1_.€.\i1lrtl r.\~1 11L~V. 

l't~~blblf1~l 1'\~li~j-1 (WOJ60!Q) 1111:::~C'-@~C'-~l'tt"l11 (pJOMSSOd) 1'\L~.t:!,,k\~ (UOqOJn6!JUOJ) 1111:::~ 

C'-@~L!!lC'-~~LU 1'\)1.1 ~C'-L~fU~L~~~~B~~M. 11 r.\H1@~1ttr.\t"l1~[J1 rtlc-g~::;I!,Lbl L~~t.u:::~f1~LU:::l't.Q.~ (;~ 'L 
.. ' 

l't~li!J1 (MOl A)Ot\!Jd) t.~l'tt.~ 

li!J 1 ~Lt.bl C'-@~bl ~~r.\L~IttLfU }@lD1 t.~~@bl 11,VW~ 1 ~ ~ ~ Lt.bl Ly.:::~U~L U r.\ t.\i1 L~~,tbfU ,Cll1.L~:::~ M 

lij1.1 C'-@~t.r.\~1 ~ ~C'-L~ 11~ C'-,Cl@~;: ~11 r.\L ~ lttLfU ~LtD~,etQf\C'-@~:::H bl L~~t.U:::t.. [1nU:::l't.Q.~ ~L'L 

~_.€.blC'-~W1C'-L~@ 

kl!A11't,t!,t..L,t!,~~1 lil bl V.1 t..LU~I1U_ttL~C'-@~klV. 11't,t!,t..L.h1-~_h1~@~[1C'-Wl't~~Lt.Wl'tL~ ~ C'-L~I1r.\P,1:::dju 

:::~11 k11A11't,t!,t..L,t!,r.\_1r~@~[1C'-Wl't~~Lt.Wr.\LI11111i~LlD ~,etQf\C'-@~:::I!oLWL~ ~t.u:::~ [1~L U:::l't.Q.~ Ol 'L 

M.LLJ~V.~:::t..f1t;$C'-L~@~l 1'\LC'-~lll~L~L.t:!, 1111:::~~l @~ 1 ~1'\lttL~r.\~Lr.\ IA~L Itt~ ~~LlD~LUC'-~bl1 

11,VC'-@~t.r.\~1~ ~ C'-L~!U~U [1(;r.\L!fliB~bl1 ~LUl'tt}1 L~ 11@.11.~ ~ 11_.€. C'-B~:::I!oLblL~~t.U:::~ [1~LU:::l't.Q.~ 6'L 

~ ~ . f1.LC'-C'-~ 1 ULl!-[1t..l!o~ 1 L~tD~H::: ~11f1.L~~lDL~MLLJ1't.lbltJ ~r.\L,t!,f1.!Jm~1 C'-~f!-1'\LC'-~l C'-@~li!J 1 L~ 

~f1.t.1'\L~:::~11 r.\L,t!,C'-@~t.L r.\~Lt.W tJC'-~ ~,t!,::L~Itt1 ~~t}l1.1i!J 1 ~r.\L,t!,li!J 1C'-@~:::I!o}@tD1t. ~~@t.lr.\L!!.@~bl1 

1111::~~Lbl Ubl fl,Yli,V C'-@,(ti111::~!UW [1G 11»~l L~qt::: 1!. ~ (a1qo:> 4:l1Dd) @~~@~11't.lLfU fU£-flL,t!, g·L 

~!'i.lttLlJ~Lk'-tv\1 

l'tLrt..tDL~~LtDI1@~ 11r.\~1 ~)J\t.LW c-~::~ 11!'\t.LWE\L.t:!,@~~L UtJC'-@~:::H~ L ~tv\ l 1'\L \i1 C'-LV.r.\ ,Y~@~[1 

~Lt.w::~11f1.LC'-~l~LUC'-@17.fl_hi~@~[1~Lt.blC'-~C'-~L~C'-@~:::I!o~~k1.C'-_lA1't.lLfUfU£-rlL,t!,!Ll~U[1@c-~~~~LU L"L 
~ ~ 

fll/W@~f\ 

~Lt.blf1.L~::~11 L k"tv\ l 1111::~ !'\t.LW 1111::~ C'-11l~~~LU!'i.l f1.Lr~ lllL~~LlD~lC'-@~::I!o~t.LW C'-~~LUE\~1 
" .. 1\ ~1\ 

rmk1111~1 ~ l,l1t.L~ U c-~:: ~11!'\t.L~ Ur.\L,t!,@~ ~ L UtJ C'-@~::: l!o!U ~U [1@~:: ~ 11 C'-~ lttr.\L lllil!Ll~ U [1~~ 

::~11 c-tL[\~@[lo~LU@~1 \i1l ~:::~[1~[J1ll~L~L,t!,~l L!:lttf1.L\i1~f1.¥1'\~1C'-@~:::I!o !UW[1@~c-!~~~LU 9"L 

9 
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9. n1"il1l'i1~-iu'tlun·H'll • 
9.1 ~'1f~~fl1 "lU'l!:n'lV1'l1 rll~'El\lr.rVl LtJl~tl~ L'Elf11'l1"ll'i1--11 ~1VI1'U fl1'l'l'i\l~'EJU LL'i'l !:fl'l"l tJl"l'l~1'umh-l 

LVI~1~1'l'~ Lvi11UY1 1\l~VI1~'Ylm~m~tl" LvuJY1~1'lru1 

9 .2 ~'1f~::n1"n.l"l~mV1'l11'11~::~'El"'l'i"~'Elu"l1t~'l'l::L-Dt.Jm1t~n"'"l'EloJmruv!~V1rK--:~i--:~VI~V1 ~--:~~::~'El"~ " . 
~'El~'l'ltK--:~I'i'El 1-JdLiJ~mh--:~il'Elt~L~ufi ~'El~oJmru 1~~-Jmru 'lftlw~oJmru ~'Elui'JYl~r-J~(J) 

'Q'Jn"lru Vl~1m'l'l~oJ'l::~1rJl'l'QoJmru (Serial No) Vl~1m'l'l~oJ'l::~1(J)'l~oJmruti'Elt~ (ii"'~) 1"H~ 

1-'uoJ'l::fl~ ')~~VI~V11'U oJ "l::fl'H '1'l'l'1 m~~'El~'l'l~'El\l'EloJn'lru~~~~\l 
\J • 

9. 3 ~VI'l~Yl m~ t~~::vhn 1 'ln 1'ltJl 'l'l~1'u ll"l"l·m1 "l L~'El'l ::uu LL 'l'l ::'EloJ n 'lrui-JVI~V1vi1~vi 1fl'l'l~V1~--:~ . 
lV1t1~'1f'H::f11'loJ'l::f1'lV1'l1V11~::~'El\l'tl'1~1'l~L~'El~l'i'ElflU'l::UULV1~'El~1tiL~~~'El\l~VI11Ylti"'J~tlvi~ 

\J 

'EJULL~'l 1~mh--:~~oJ'l::~Ylfiil1Y1 m~ l'lru~ n'l:lru::~'El --:~ 1::uu LL'l'l ::mJmruviri1VI'HV1 1~ 
\J ' ' 

9.4 ~ 'lf'H ~ n 1 'l tJ 'l:; f1 'J V1 '111'11 ~ 'El \l r.r V1 vi 1 U "'J tl oJ "l:; ~ 1"" oJ f1 'l ru ~ 1 VI 1' U 'El oJ n 1 ru Y1 n i 'H vi 
\1 ~ ' , 

'l'!-l~'Elu~ 1'l1~11~ ~V1U1t~L~ lV1t~U1t~ tl 1::~1'EloJn'l ru~'El"~~'Elm1~oJ'l::n'Elu ~'lt~ ~'El'Elt.l mru ' . 
VI~ 1tiL 'l'l ~tJ 1::"h'EloJ f1 'lru ~'El~ ~"'t! 1'H vi~ V1 ~\l L U'Elft Y1 'li'IY1vl~ V1 l'i 'EJLL ~\l~'El~ LL'l'l ::1'HVI~ V1 

' " 
1-'uoJ'l::n"H LU~'ElU'Nil'EltJ 

9 .5 ~'lf~~n 11U 1 :;n 'lVl '111'11 ~ 'El\lvl 1VIoU\l~'El LL~\l n"'J'l'i'J \l ~ 'EJU 'l::U U i\lVI ~ V1 L .;4 'EJIJI 'l'l~1'u l VlYl"'J\l 
\J 

~VI11Yl m-K m ~t~\ll mJYJ 'l1U'ElU1\lil'EltJ 5 1"Hvhm'l fi 'El'Hfl'l'l'i'l\l~'Elu ~'lf'H::m'loJ'l ::n'JV1'l"'1'1"1 
\J 

~'El\lr.rV1vi1L'Elf11'l'1'l'l::U'El'Jn'lru ~~'El VI~'El~\l~'HLV1vi~::vi1n'l'ltJl'l'l~1'u lV1t~'l::U '1ftJV1 ~Vl'El <5"H 
" , \J 1111 ' 

Vl~1m'l'l~oJ 7::~1'EJoJ mcl (serial number) 'tl'm'Hvi~V1 tk\lVI~m"'tJ'l'l:: Lflt!Vl~'H LV1vi"hLU'H l'Hn"'"l 
' 

tJl1'l~1'u LVI~vl"'1'Ylm-Kt~ L~tl\lLm.i 

... 
10. n1'l!PILL11-i'n~1LL11::n1'7-iuu"i::n~fl1tJVI~·m1"i~IPIIK-il 

'1.1 

10.1 'El'Jn'lruLL'l'l :: 7::uu!Ji1\l1 vi ~'1f"H::m'loJ'l::n'lV11"1 m 1~ L'tl''H'Ell Vlnu~VI1~Y1m -Kt~~::~'El\l{uoJ"l::n"H 
' \J 

tl\lV1'l1~L~t~VI1t~'7l'El\l~oJn'lrnLL'l'l::"l::uu LU~L'l'l'l"' 'T~il'Elt~nrh 3 u lV1t~VI1mfiV11'1'l1~L~tJVI1t.J LV11 

~'H OU'Eltl n'l ruVI~'EJ1::uu ~'1f'H::n'l1'J'l::n'JV1"l"'Jrll~:;~'EJ\l ~1 LtJ'Hn11LLtll"1J l Vlnu~VI11Y1LI'l~tl 
' \J 

l!Pitl L~~!PI~"'J L-ifr.J1tJLV11l~n"'"l~"'JLtJ'Hn"''l 

10.2 n'l'lfUtJ'l::fl~~:;~'EJ\li'11'ElU 1'1'l'l~tl\ll"l'l1~ 19~VJ'l'El\ll'i'El Vl'l1~'t'lf'll L~tl VI~'ElL~tiVI1t.l~1nr-J'l'llV1tltJl'l\l 
' 'I \J ·~ 

VI~'EllV1t~il'El~ fl'HL~'El\l~1~1n'tl'"'LVItJl L~LVIil Vf1~1 ilt~'l::Lu!PI ilml'"'vi'l~ Iltl 'l'l~ Y11tl 
' ' ..... ~ r - - ..... _..., rt 

iltll'H'El\l~1f1~1 ilt1~1f1 U 'lV1ti"'J'HY1"'J VI'H :: ilt1 ~ 1f1'El"'Jf11rl ilt.I~"'Jf1V1'l~ iltJ~1f1'l'lnLVIU 
'U 

il mL~'H~~ 1 VI 'l il tJ ~'l'l1~ 'l'l LL 'l'l ::'U'V1VI tJV1\l1'H il tl~1 n n 1'1 n 'l ::vi "'fl'Hth L ~ 'El 'H LL'l'l:; L ~tJl'H1~"1tl 
' 

IltJ~1nn'l'l h'lm'l~vioJ'l1f1!J~'El\l'l'ElUI'i'Eln1'l .s'V1LL\l:: ilul'i'EJLLV'I~'El\l 1 ~Vl1 ( E iectric Injury ) LL'l'l::ilt.J 
0 

~"'Jf1Yl"'J\ln'ltlil1Y1fl~ 1 
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10.3 ~'lf'W:::m"lth::mVl"l1m~:::~'EI.Jvhm"lezifl).JU11-J"l::uu vi1Wl1).J~::mVl~tlmru~.JVI).JVl ~1~vi1 

n1"l~ (;'( rff.J l ~ nu ).JVI11Ylt.n ~tl (111).1') ::tJ:: L "J~1~ tutJ"l::OWfltl m ru lVltJ~::~'EI .J vi1fl1"lezi'EJ).IU 11-J 

' ' 
"l!:UUVj fl1 6 L~'EI'W ,Ju~1 fl~'Wyj L~).JfUt.h::O'W LL~::~ ::~'EJ.J~Vlvi1"l1tl.J1'Wj;.J ~'/J'EJ.Jfl 11vi1fl1"lezi'EJ ).J 

UT'l.J"l:::U lJ t~ nu ).JVI11Yl tJ1~tJYl"l1lJYl fl ~ ~.J ~.JVI1 fl1l-l ~ n1"l~1 L~'Wfl1"l'li'EJ).IU 11-J1!:1J1J LL~:: 
~ ' ' 

't'i-.l r.l~11tl-.l1'W.fl1tl l 'W 14 ~'W'IJU~1fl'l'W~~1U fhVI'WVl LL!Ji~::1'EI1J ).JVI1~Yltl1~tJ~::~1 L~'Wfl 1"ltJ-ru 

LU'W11tl~~-.ll'W'tll'l11~~-:J~:: 4,000 1.J1Yl (~~'W1J1Yl{l"J'W) 

10.4 Vl1flLO Vl l"l"J1).1 L~tJVI1tJ01J mJ fl1nJlVl1 ~ ~'l5'W:::fl11tl1:::fl"JVl11m 1~ L~'W'EI ~'lf'W:::fl11tl1:::fl"JVl 
' " " 

11 fl1~:::~'EJ'l ~1 L ~'I,! fl11 LL fi1"ll LVl'EIU fl1nJ~ L~tJVI1tJ l ~ ~1 ).111 \ll~.J1'W 1~ l'l1).JU fl~ VI~'EI~VlVI1 
' 

'EIU fl1 nJ~'W lVl~ ~ ~ ~ ~).JU~ Lvi 1 LYi tJ).JVI~'EI~ fl'h ).11Yl ~ LLYl'W L vl 'Ell~ 1:::uu ~1).1 11\1 l~.J1'W . ' 
1~m),JtJ fl~ .fl1tJ L'W1:::tJ:::L"J~1 24 i"l l).J-.lVI~-.l~1fl1~tuLL~-.l~ 1fl).JVI1~Yltl1-Km-h'WY11-:J Tw~ ~~v1 
VI~ 'EI Yl1-ll Yl1 'l'l' 1 "l VI~ 'EI Yl1-J ~ Vl VI ).1 1 tJ ifi L ~ fl Yl1 'EI ~ fl ~ ~ 'l l 'W fl "l ru ~ ~ 'l5'W::: fl1 "l tJ 1::: fl"J ~ "l 1 ~ 1 

" 
1~~1 ).111\1 LL fi1 "'ll VI "l:::uuvi 1-.l1'W 1~ tl11),! rhVI'WVl ~'lf'W:::fl1"ltl "l :::mVl "l1 m~'EI.J \1 fl tJ tu L 'W'tJl'l"l1 

" " 
i"J l).J.J~::: 1,000 U1Yl (VI~'l~'W1J1Yl{l"J'W) lVltJLrl'tJ'lJ'EI'-li"J l).J-.l,j'UL'O'WVI~-:Ji"J l).J-:J 

10. 5 Vl1 fl~'lf'W:::n1"lU"l:::fl"JVl11~1ri-.l LQtJ 13-i~1L~'Wn1"l lVl1 ~~:::LLfl1'lJ~"J1).1L~tJVI1tJ'/J'EI-:J'EIUfl"lnJ~L~'W 
" ' 

"ll'EI-:J~'lf'W:::fl11tl1:::fl'J~11m.fl1tJVI-K-.l~1fl 48 i'J l).J-:J ,Ju~1fl~~VI11Ylm-Ku 1~ LL~-:J t~~ht.J:::m"l 
" " 

u1:::fl'JVl11m ~-h . ..!Yl1-:J~~VI).J1tJVI~'EI t Yl"l~11 ~VI11Ylm-Ku~~Ylt~~:::~1L~'Wfl11 ~~<i'EI ~~~1-.l 
VI~'EI~1L~'Wfl11 LVl1 LvlmLfi1'll t~~tJmru~ L~tJVI1tJ~1~11\l L~'-l1'W L~LU'Wtl n~ LL~:::~VI11Ylm-Ku 

'l'l'1~ 1 1\l L~tJfl L flu ~1 L~r.J1u t 'Wfl11~1 LlJ'Wfl11-rf-:JVI~Vl~1fl ~'lf'W:::fl11tl1:::fl"Jm1~1 
" 

10.6 ~'l5'W :::fl11L 'l'l''W'E11 1 fl1~'EI-.l~VlVI1Vl"J~'EI L~ tJ"JOUVI ~ n ~till fl11 l~'l1'W'EIU mru fl1:::~1tJ.fl11:::-.l1'W 
" " ' 
(Load Balancer) 'lV!nu u~~1 fl1"ll'EI-:J ).JVI 11YltJ1-KtJL~il'EitJ fl"h 2 ~'W .fl1tJl'W 1 tl l!u~1fl • 
fl~:::fll1~fl11tlll"J~{ULL'~b lVltJ~:::~fl-:JL~'W'EIVl"J~'EI'EilJ1Wl1tJl'W~'W~ 't'/-.l~'EilJ-l1'W -rf-.ld~'l!''W::fl11 

" 
L~'W'EI11 ~1 ~'El-l fu t.l Vl'lf'EJU ~1 Lir.J 1tJ~ L n~ ~'W-rf -:JVI).J Vl~1 n fl11'EI1J 1~ L3-i~1~::LU 'W~1 L~'WV11-.l 

I ~ ~ I 
l.e(V dd 0 V .od,\Jo 

fl1Yl~ fl LL~:::LU tJL~ tJ-.l~1VI11J1J ~~1fllYl L 'll11'J).J'EJ1J1~ 
' 

' .. 0 ... 

11. "n'il01VI'Wvt'il1.J j 

L'1Jmrur.J1 LUt.J~vn1VJm-Ku~1m1\l'll'EIL ~),I ~(;'( Vl~mtJ ~tJ'WLL tJ~'-l ~tJmru!Ji1-:J1lVILLl'lmh-:~ 

~1n~1:::u L~L'WL'E!n~11ill~ L~'EI LVl'E!tlmrnLL~:::1:::uu\J\1'-l1 ~ L~h!fl~1).111 flvi1-:J1t.J~'J~nu1:::uu L~~'EI~1tJ 
' ' 

LL~:::1:::u u fl'EI ~Yl"J Ltll'EI 1i'-lVI~ Vl"llfl'l ~vt11Yl m-K u L~'EI ~1-.l ~tJ 1:::~Y1fi.fl1~ LVl u ~'lf'W:::m1tl1:::m Vl 11m~::til'E!-.l 
" 

UDU~ tl11).1~ ).JVI11Yl tJ1-K mi 1VI'WVl LL~ ::~ ::~'EJ'l L~'W'EI~ ~ ~1'll 'EI-.lU~~1 ~'I 1h!~ L~ ~~'W VI~'EI ~ ~~-:! lVl 

~VI11JY1 1:11-K tJYl~ 11 ~ 1 rl 'EI'W ~ ~"15'W:::tJ 1::: fl"J Vll1 ~ 1~ :::~1 L lJ'W fl11 ~ .J).J VI11Yl tJ1 -K tJ~:::'lf11:::V1~'EI"ll 'EI ~'WL~ lJ 
" 

~" n ~ 1') LVI nu ~ 'l5'W::: n 11tl 1 :::n ')(;'( 11 ~1 L~'EI),! VI11Yl tJ1-K tJ 1~ vi 1 n 1 1 ti11"J~ tu LL ~::: L u n r.J1 tJ lfi'EJL tJ -rf-.ld 
" 
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~'VI1flYI U1~tJ"ll'tlr:I~'"J t-A ~YI ~~ ~:;Vl ~1'J\\.11~VI'V11r:J ~1 Lilt-An 1'1 '1 1U~U LL Yit-Ar:J'lfu:: tl '1:: fl'"JVI '111"111~ 'VI1flViUrJ1 
'U 'U 

).J~rJ1"lJ'tJ~tl~l-J1\\.1~1Uvl L~l-J;ft-A'VI~'tl~ Vl~~Ju LlJU'J11"11Yl1),) LlJt-Au'J'J).J tJi'tJYI1~'J1'lffl1'JLL~::m~ri'tJ t,:, LflVI 
'U 

I"I'"J1 ).JL~ tJ 'VI1t.JtJi'tJ YI 1~'J1 'lf n1'J 1~ 

12. 'i::tJ ::L'l 'tn(;hLil~n1"i 90 -r~ ,ru~1n1'~'iN~1~t~-iryqp 

~'lfu::: n 1 'J tl 'J::n fJ VI 'J1 1"11 ~ ::~'EJ~vi1 L ilu fl1'J~~).J 1JU I"I'Jil ruen'El tl n'Jru -rn'!:l11"1 '"J1).JU ~'tJV!ntJ 
'U ' ' 

Ll"l~'tl ~ 1tJI"I'tll-JVli'J L (J)'El1' (Firewa ll) ~1\.AI'JU 2 'lfVI u~:: 'tltln'Jrum::~1Ufl1'1:::~1U (Load Balancer) 1 'lfVI 
' ' ' 

Vi~'tJ).J~~ ~(11~~ LL~:::vi1 LilUfl1'J(J)1).J TOR yjfi1'VIU(f] 11 Ylfl'J1Ufl1'J~:::~'tl~~~).J'EJU Vi~'tJ).J~V!~~L ~'Ell,:,l-6~ 1 \.A 
' 

1~ LlJumh~~ rnu 'tu 90 1u tru~1n-1'u~~U1).J Lu.ff\lj\1)1 'VI1fl~~ ).J 1JU'Ch-611~-hlJ t.A 1tJ(J)1).Jll1'VIUVILI'J~1~'lfu:: 

fl1'JU'J!:fli'JVI'J11"11~::flntJ-ruLlJU'J1tJ-1't-A -)u~:; 0.2 LtJ 'tliL~UtJJ"'J'El~'J11"11YlLr:!U'tJ 1'J 
'll 

13. '"J .. H~~t~n1"ir.rVIVI1 10,000,000 1J1'Yl (~1J~1~1J1'Ylli'l~) 'i'l~fl1ii~~~1L~~ 
'II 

G L Q ~ .d .o a I d 
14. Vl10~"li'VL ""WiHL U::'l~1'i~VI'i'VLL""Vl~ Fl'J1~ FIVI L Vl~n'i~1""~~1'Yl 

q 

e-mail opas.m@cmu.ac.th , benjaporn .pong@cmu.ac.th 

1 I,. LI .o 0 Q 

15. V1~1tl~1~~ 'iU~ Vl"l!'V1J (;11L ~~n1'i 
'II 

•th'IXn u~m'JLYI I"l Lu L~Ur:I1'J't'IULYI ~ ).J 'VI11Yim~m=au~ l'VI),j 

' )1~~ 
(~~:S'EJ) .. .... ... ........ ? ........ tj .... ....... ... .... ... .. .. .. .. .... ... .... . tJ'J:::'fi1Ufli'Jl-Jfl1'J 

~ v :"!! ~ 
('J'tJ~mr:I(J)'J1~1'JtJ Vl'J .'Jii·(iYIU r:l"lJ!;'VI(J) ) 

\.. ' ' c: ( . 
· I o ~"' r' cJ ~ "h ~ f 1>-(~~:S'tJl .. . .. ... ~ ... .... ....... .... .. ...... . : .. ................ .. ............... ...... n'J'J),Jfl1'J 

(U1tJ L'tlfl1't'l 'VIriULL't'IU) 
c:.:-

\ 

( ~--l ~'tl) .. ... ........ .. I. .. ~. ! .. ~: ..... . ' ....... .. ! ... .. :-:-: ... ( ~ - ..... ..... ........ fl'J 'J ).Jfl1 'J 

(U1tJ.ff~~:; ~U~UYI1Vi~~) 

. fl .~I :s J'i-ft- / 
(~~ 1)) ..... .... .... ............ ........ ... ·.: .... ....... .. ... .......... .... ... .. .... L~ "ll 1~fl1'J 

#l'tQ. ,. ..... ~ 

(U1--lLU\lj~Vi'J Vi~'!:J~(J)(J)flflVI ) 
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.fl1FJj:.J'I.!'Jfl f) 

FlN'tU.JU'1J L ~Yf1::'lJ'tJ,H~ L ~1tJ 'i::fl'l~"i1 Fl1 LL~::'tltJ fl 'lci"i:::'UtJ ~h-.3., Y1~Vi1~YltJ1'£1tJ ~'tl-lfl1"i ;H-.3 
" " , I 

~-lVi~ ~~:: ~'tl~il FIN~~U~ ~-.3 ~'tl L tJrl'L tl'l.!'t!th-liJ'tltJ • 

1. FIN~~u'1l'l.J'tl-lm ·1htl'l:::n'l~'i1Fl1 . .. 
1.1 ~tl~::n1 V1~1Ft1!1i'tl-:Ji'hJ ~::~u m~rulkl m~'tl'tln LL uu LL't'I::~Vl ~"~::uu -r fl'r:J11"l'"l1).Jtl 't'l'tlV1n~ , 

LFI~mht!Fl'tl).J~ 'H~'tl{ (Firewall) l~OU~fi1Uklfl1~~fl'i':J1~::r1u!JV1).J~fl'r:J1 VI~!JVI~'l~'l1kl • 
~1'lffl1 ~ Vl~'tl-r~~~1VIfl"' Vl~'tlu~l'l'Yl L'tlfl'lfki~"'V1YJ::LiJt!kllklt11't'I1V1VI ~nYI-r'r'lt1 LV1t!S'l~'t'll'i 1-:J1kl 

1~~'tltlfl~1 5 ~1k!U1YI ~1wm1~~'tltlfl~'l 1 'l1kl LV1tl~~'tl ~mki~~Vlcff-:J V!).J1m't'l'll LYI~~Y-~0 

~~1).J11\l~ V1\Ji!J 1JJ LV1mL klu-ffryf1j11::VI'h'lu~l'IYI ~ L ~klm1Ft1 LL 't'I::VI~'l~'l1kl 

2. FtN~J.JU~'l.l'tl-l'tltJ n-acl ~nt~1 Ft'l1J.JtJ ~'tl ~.n tJLFl~'tlon1tJ Ft't!J.J ~ 'lL!rl'tl{ ( Fi rewa II) ~1'1.!1'1.! 2 'lfVl . , . 
" L .d V4 I I,. Q..l d 

(1)'£)-.lJ.JFltl.I~J.Jl.J (1)'fltJ1-l'l.!'tltJ ~-.3'1.! • 
2.1 L 1J k1 !J tJ fl 1 ru Appliance-Based Firewall ~ ~ ~ 1-l~ k1 L ~ mi 1VI ih~ t11 1 '1 "'r.7U LL 'til:: Fl 'lU Fl ).J • • 

Application, User LL 'til :: Content L V1 t1 L Q 'r'l 1:: (Application Firewall) L V1 ~ LL ~ fl VI \.1 '1 ~ 

tl~::).J'J't'!e.J't'I~1VI.ruu~VI11r.7V1n11 Managementlc:ontrol Plane LL't'l:: vtt.i'lm..h::).J'J't'IYI't'l 

~1vt.rui!'tl~ 't'l (Data Plane) 'tl'tlfl"'1f1flkl Vl~m11L~kl'tl Appl iance ~1vt.ruvh Management 

LL tl fltl!Jfl~1 fl tJl'l!J tJ mru • 

2.2 ~ Network Interface LLUU 100/1000/l OG L~~'tl~fl'h 4 'r'I!J{t11,'li!J'lL~!J).J\Ji!JLLUU 1G/10G 

SFP/SFP+ 1~~'tltl fl~1 16 'r'l'tl{t1l LV1tit1i'tl'l~Vlcff'l Module Transceiver SFP+ LLUU 10G SR 

'r'I~!J).J l-lf'l1kl ~1kl'l kll~~ 'tltl fl ~1 4 'r'l'tl{ ~ LL 'til ::~'li!J'l L~m.J t1lmL U U 40G/100G OSFP28 

1~~'tltlfl~1 4 'r'l'tl{~ 1'1)-J~-:J~ Interface uuu 10/100/1000 L~!JL-li~1VI.ruu~VI1~r.rV1m1 

LV1t!LQ'r'l 1:: (Out of Band Management) 1~~'tl tlfl ~1 1 'r'l'tl{t1l LFlt!LL~fl'fJ'tlfl"'1fl Network 

Interface tl n~ 

2.3 !1i'tl'l~ Throughput 'll'tl'lfl1'~ l-li'l1k11::tKu Application Firewa ll Vl~'tl Application Control Vl~'tl 

Production Performance 1 ~ ~ 'tl tl fl ~ 1 35 Gbps LL 'til :: Threats Prevention Throughput 

1~~'tltlfl~1 20 Gbps LV1ti~L~kl'tl1'lFI'l~!J'lll1~"L'tlf1~11 Specification ~~tJJ'lL't'l'lJ1::Ui1'l , . 
Fl'J1).J~1).J11\lV'tl-:J'tltlmru LV1t!L'tlfl~'l1tK-:Jn 'i'i1'1LJiLLri L'tlfl~11 Data Sheet 'l.l'tl-:JL~1'll'tl'l • 
Yl~lr!Dtl.I"Yl~!:l'tlflL~mL'r'l~lwli'tl'lYI1'l Publ ic L'likl Internet Vl1f1i!m.J'rllkl Datasheet ~fl1~ , 

YIVl'CI"'fJUlkiVI'rl'lm~'tlkiL'll (Conditions) l~il1'l~'l"'1fll'i 1~~1~~V1lkl Datasheet 1JiLvhJkl • 
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2.4 ~!l~.Yur.h~'J~L'Zf'rt-5'~ ~~'i'j'VI (Max Sessions) 1~1~iJmm11 8 .000,000 sessions LL'C-l::~!l~.Yu 

nJ~'rl'~1~L'1f'rl'i'~L'V!~L~1~iJm.Jn11 340.000 sessions 11i!J1j~1Yi 

2.5 IJtJn~cl~~1L'rl'~!l~!l~'rl'1~1~flYh Client VPN (Remote Access) u~TtJ~l(Jll"'f'fl'C-1 IPSec LL'C-1:: . 
SSL 1ai ~1~'J~~'l:S1ai 1~iJmm'i1 3o.ooo ~L~ ~'J~i~'rl'1~1~nvh~1~nu~::uuunu6im~ 

" " OJ 

Windows (oX~ 32 LL 'C-1:: 64 bits) L~LU~mh~ilm.J 

2.6 !ltJmru~!l~i:l SSD ~1VI.YULflU~!l3-J'C-l~::uu L~~1n'i1 240GB LL'C-l::a:l HDD ~1VI.YULflU log 
' " 
'lJ~1VIL~~1n'i1 2TB 'V!~~vh RAID-1 mt.JL~'QtJmrn 

2.7 'rl'13-J1~m'h NAT (Network Address Translat ion) LL'C-1:: PAT (Port Address Translat ion) 1ai 

2.8 'rl'13-J'l~fl Liif1u~::uUtl"'l~!l~1t.JLLUU VLAN r-J1~ Protocol 802.10 1ai 

2.9 'rl'13-J1~fl'Vh~1~LLUU Route Mode LL'C-1:: Transparent Mode 'VI~!! Virtual Wire 1ai 

2.10 'rt13-J1~\1Yh Dynamic Routing ProtocoiLaiLLri RIP, OSPF LL'C-1:: BGP L~L'U~mh~iJmJ 

2.1 1 'rl'13-J1~m!!~.YumTU!l~nw1t.JI"'Inl"11~th::LJlYl Virus. Exploit LL'C-1:: Spyware 1ailV1t.J'rl'1~1~fl • 
i'lm~'fl'VHV!Yl Signature LV1~1 LLUU!1(Jl T~~~1~~!1~11"1(Jl 

2.12 'rt1~1~fl'Vh Virtual System 'VI~!! Virtual FirewaiiLalL~il!!t.Jn"ll 25 Virtual System VI~!! 

Virtual Firewall LL1'1::~!!~.YuLYi~L5i~L~!l~11"1(JlLa\ 1~iJ!lt.Jn'i1 125 Virtua l System 'VI~!! 

Virtual Firewall 

2.13 !ltJmru Firewall ~1.!1L'rl'~!l~!l~'rl'1~1'l\1.Yu Syslog '"?1m::uu~~'V!1~Ylt.JI~t.Ji'l'V~Lai L~'fl 'l-E 
' " 
l~n 1~fl~~~\K'J(Jl~ 'll'El~ User ~l-E~1~ ll"'lt.J'l'U~.Yui~ User Log-in LL'C-1:: User Log-out 

1Jiu~tJ1'J~tJmrn1V1t.J 13-J~'U~i'l'l::uu lV11LYi~L5i~ 

2.1 4 'UtJmru Firewall ~1.!1L'rl'~'El~'V~'rl'1~1'lflvh sso LLUu SAML 1aiu~tJi''J'UtJn~rn1V1t.J 1~~'V~S'l 
' ' 

'l::UULV11 LYi~L~~ 

2.15 'rl'13-J1~flYhm~~V1n'l'El~ log (log filtering) LL'C-l::'i'i~ log r-J1~ HTTP-based API L~'El'i'i~LtJ~~ 

"J::uu~Yl'l~a.J'VI11Ylm ~ tJ l~~1~'fl~Lai 1aiu~tJi''J'tJtJ mrn1V1t1L~~!l~ i'l "J::uu lV11L vi~ L5i~ 
" ' 

2.16 ~13-J1'lflVhn1"J(Jl'J'J'"?'rl''UUYl'l1Y'lYlr1~L~1'J~'rl' SSL Ji'Jt.Jfl 1 ~vh SSL decryption (i~LLUU 

Inbound LL'C-1:: Outbound ) 'l'J~i~m'lvh SSL decryption broker LL'C-1:: decryption mirroring 

1ai 

2.17 'rl'1~1'lflVh~1~~'J~flU'l::uun1"J~'rl''"?~tJl'J(Jl~ (Authentication Systems) 1aiuri Active 
" 

Directory. LDAP L ~'Uvhm"J5iV1 m~ ~'l-E1ai dJ~'U~'l~il'Elt.J 
" 
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2.18 ~1)-J1'H11"l'JU '1)-JU"J::Lf1Yl"ll'fl~ 1 'y'J~~·m.~(\J1\JllVlV11'1'-JlVI'MlLL~::'iJYj l VI~VlU'-JLL~~:; Applicat ions 

L~ "J'1)-JJ~~1)-JTH1'U'fl~rl'-Jn1"J ~'11VI~"l!'fl~-il'fla;j~ (Data Filtering) 'fl'flfl~1fl'l::UULI"l~mi1u 

L'li'-J VI).J 1u L ~"llu \Jl'l Lm~\11 LL~::~1)-J1'lil~~1~"J1J LL uu 1~\111)-J\"1'11 ~~'fl~ n 1'l 
" 

2.19 s:l "J:::uu Analytical tool 'li'1~/{Vi~L~~1)-l1"JilV1 Activity m~Yml'-J Network lV1iJL~-il'fl).J~~1fl 
" " " 

Log l-!1)-J1LL~Vl~l'-J~ULLUU Graphic LL~::~1)-l1"Jil Act ion r-J1'-J"J::uuill~ lV1iJ~1)-J1'lmLMI ~ 

~'fla;J~ 1~m.h~u'flu~~rl 

2.19.1 Network Activ ity 

2.19.2 Threat Activity 

2.19.3 Blocked Activity 

2.20 ~1~1"Jtn~U flVl ~"JU~'fl).J~"ll'fl~ Data l'-J'lU LLUU"ll'fl~fl"J 1 ~Yl A 1~ lV1iJ~1~1"Jil 'IJ1"u LL~~ 
"' , "' \J 

"i1U~1'-J\Jl1)-JA'11~~'fl~fl1'l (Custom Report)LL~::'i'i~'fl'flfl (Export ) LVimi"~'-J"JULLUU PDF1~ 
" " 

LiJ'-Jm.h~U'flU ~~'fl~J~~~L'1~1 'i'/~"J1iJ~1W-h'-JY11~ Email LLU UtJ\Jll'-J~~1~ LL~:::~1~1"i~Vh 
" I I .... 6.1' .e:i4 

'J 1 iJ~1'-J\111~ l 'flU1~'-J'flU!11~'-J 

2.20.1 Top Application. Application Category 

2.20.2 Top Source, User. Destination 

2.20.3 Top Threats. Attackers and Vic tims 

2.20.4 User activity report 

2.21 S'h::uu~1iJ 1~~1"J'fl~ Redundancy Power Supply LL~ :: Fan LLUU Hot Swap 

2.22 l'-Jfl"Jrn~~'QUfl'Jill 2 units ~1~1'Jm'fl~1"un1"J~V1tK~Lvim'h High Availability (HA) LLtJtJ 

Active/Passive LL~:: Active/Active 1t1i 

2.23 r-J~\Jltlrn"l'i'~t.!1L~'-J'fl~::<il'fl~'fl~L'-J Leader Quadrant "ll'fl~ Gartner Magic Quadrant t1i1'-J 

Enterprise Network Firewa ll m.h~U'fliJ 3 tJ(J\'flLti'fl~ l!11iJ'I!u u'Gi1"'l'V1 (2017) LvhJ'-J 

2.24 Software Firewall LiJu Version ~1"'l'Vl LL~:::~'fl~~1~1"i~ Upgrade Version 1~f11iJl'-J 

'J::u:::L ')~ 1-ru u'J ::n'-J 

2.25 ~ L ~'-J'fl'J1 m ~'fl~ 1~1"un1'JLL(J\~ tk~ L U'-JtJl'1LL VT'-Jr.J1V1~1U LL ~ ::~ ~VTt41VI~1U~1 nu~iVT L~1 "ll'fl~ 
" 
Y.J~\Jlilrn"l'i'm.h~ LU'-JVT1~ m"J.n1u L'-Ju'l::LVTrl1 VTiJ lV1u'flu mcl~::~'fl~1t1i1"uu<J:::n'-J~1nu~iVT 

' 
L~1"ll'fl~ Y.J~\Jltlrn 'Vlww l '-JU"i::L VTrl1VTu ~~ LU'-JY.J ~\Jln ru'YI1 m.il~ LA iJ~1'-J n1'1 l~~1'-J~1ri'fl'-J 

LL~:::Yi~'fl).J~V1tK~ lVim~1'Jill~~1'-J 1t1i LU'-J'tlrJ1~~ 
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3. flfld~).IU~1.1'fl~'fl'l.Jn·m! n'7 ::~1tlfl1"i:: ~1'1.1 (Load Balancer) ~1'1.\'l'l.l 1 "/SIP! Ut'fl~il flfld~).l,r~'fl th~ 
• • q ' 

~'fltlvl~d 
3.1 dJ'14-rpJn'1ru Application Del ivery ~'VIlJ1LU'\4 Intell igence Load Balancing 'VI~'tl Application 

Traffic Management 

3.2 il Throughput l~lJ'tltlf1~1 10 Gbps 

3.3 '1'tl-lfu 125,000 connection per second LL~:: 600,000 HTTP requests per second L'\4 

'1:: <K u Layer 4 LL ~:: 350.000 request per second L '14 ';i:: vl'u Loyer 7 LL ~:: 'j 'tl.:J -r u L4 

concurrent connections ~-l~VI 14.000,000 

3.4 5:J Management 10/100/1000 Ethernet LL lJ lJ out of band L ~ !llJ ~ 'VI1 ';i r.?' VI n 1 '1 'tl tJ n ';i ru 
' 

mh-liJmJ 1 port 

3.5 ilY~'tl{~ 1 Gigabit Ethernet 'VI~'tl 1Gigabit Fiber SFP L~lJ'tlt~n11 2 Yl'tl{~ 

3.6 s:lY~'tl{~ 10 Gigabit Fiber (SFP+) 1~-:Jmm~1 2 Ports 

3.7 ~ memory 1~-:Jmm11 16 GB LL~:;~ Horddisk 1~iJ'tlt~n11 500 GB 

3.8 ~1)..11'1(lvi1-l1'1..! Hardware SSL Offload LL~::'1!l-lfu RSA L~L~iJmJn11 2,500 TPS (2K 

Keys) LL~:: ECC L~L~iJmJn11 2,100 TPS (ECDSA P-256) LL~::s:l Throughput L~\Jmm11 

5 Gbps bulk encrypt ion 

3.9 ~1)..11"J(lvi1m'1uut)V~-tl'tl~~ (Compression) L~l~lJ'tlt~n11 3 Gbps 

3.1 0 L'l..!mru~s:l~tln"Jru)..l1nn11 1 Q)')~1m';im'tl-lfum"Jvi1-l1'1..!~'J)..InwA;-lLLuu Active/Standby 

LL~:: Active/Active 1~ 

3.11 '1'tl-lfu Redundant Power Supply mh-liJ!l tJ 2 Q)') 

3.12 L~{lJ)..I1m:J1'141'11-l j vl-lll EN. ANSI/UL, CSA. IEC. ETSI EN. FCC Class A. IC Class ALL~:: 

VCCI Class A 

3.13 ~1)..11'1(lvi1 Session persistence LVitJV1~1n Cookie. Destination Address.Hash. Microsoft 
" 

Remote Desktop , SIP, Source Address. SSL LL~:; U niversa l l~ 

3.14 ~1)..11'1(lvi1 Load Balance LV~tJ1-if Method LLlJlJ Round Robin , Ratio,Fastest, Least 

Connections, Weighted Least Connections. Observed. Predictive LL ~ :: Least Sessions 

1~ L U'\4!lth-liJ'tltJ 

3.15 ~1)..11'1(lvi1 Health Monitor 1~v1-lll ICMP, FirePass. MSSOL, Oracle. POP3, PostgreSOL. 

RADIUS, RPC, SASP, SIP, SMB, SOAP, HTTP. HTTPS, FTP, TCP Half Open LL~:; UDP l~ 

LU'I4'tlth-llJ'tltJ 



~L'L~@f1.!J 1~1 f1.LL'R-l l.lJ;.LtiLg~l L'~~~ti@~M::~11 
" 

f1.@!JLiif1.LL'R-l !;.LUf1.L~~l!l1 ti1ti~J1)y1Aottl~~~ 11f1.!J1 L'~ 111A1hliA1::J;.f1f1.l ~L Lllbttl~~ ~11 L'@I7.L~1 

1AJ-~fl.UL~f1.~::J;. [1fl.J.~1L'Q.\!)::6>tuW f1~11Wli11A1}e' lA 1 ::J;.f1f1.li1LLJJ;.LU L'LIA.f1.!J 1 L'L~@lbttl~ ~~ 11 

n. 
NJ,f7.L~1 IAJ-~fl.U L6>11Lft~J1L~jiA~tf:~11 11Lft~J1L~f1.1A. 11 C.,~f1.!J 1 L')j L'~11!;.L Ufl.} ~1L'Q.\!) Ll!l LJ;.Q.f1.g1 ~ L 0 "£ 

9L00 IJ SJai\OJ)UO) ,\JaA!IaO UO!lOJ!idd\f 

JOj lUOJpono )!DOW JaUlJO:) c-g, 17. lUOJpono sJapoal f1.l ~ g, c-g, \!):: 6> g, f1. g, L rt ~ttl J;. u f1 ~ 00 ·£ 

~1 a6onOUDI l)l LFJ.LLJ~t,!t'ttl!;.Uf1~ 

t,~f1.L~~ )!jJDJl n.g,g6,t,J;.~@~1!t'1tt>J;.U[1G.t,~f1.lli~1ti~1 DU!WOJDOJd apo) f1.11@:1l.ll;.LiiLg 6L"£ 

6o1s,\s llt,~!t'l U@f1.!1Llltt>Wf1~L'Qf1lL'~l.lJ;.LtiLg::~,, !t'l 6u166o1 paads-LJD!H L_\All!;.LtiLg 9L ·£ 

11@!:L'L[l@f1.!J 1 diS 'lSS '0/dllH fl.fl.11~@l!l~l J;.f11 fl.j.t-@J;. LL .£ 

f1.\!)f1.Q-1 ssa1dx3 d)l ·poo1Ho SllflSS 

'alj)O) 'pauuO) auo f1.J1.1 f.t-L~J;.LUi~~c.,!t' pOOl Jatuas W~J;.GUf1.lll!;.LtiLgtiLC.,l!lt$ 9L"£ 



~rtlt1.L~ 'Q.'(\'(\ ~LUrt~W~fUbl~rtL~ fu~Lg!~~L~rttrtl1'mblt-G~U~ 

ftt ~L~~L~Il.l-~L~l/:fu.(l.t-~~11 G~lt1.~L~~L~Il.k~L~l/:fu.(l.t-~~11ftUmQ 1 ~mKr. t ~Gfttt-G~Gr\~1 G~rt~~ 'G'[C!l 

~rtlt1.L~ 'Q.'(\'(\ 

~LUrt~W:::fUbl~rtLL!l t-L~Ul/:fu.(l.rtWt-Gil. {d9 -a : ::).UaWaJn::>OJd ::).UaWUJat\0:) )!UOJ:pa)3) ~UQG~IA.U~1~ 
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